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Abstract

Cybercrime remains a challenge for businesses across the world. In recent years business has been spending a huge budget on cybercrime
protection mechanisms. However, awareness of cybercrime is considered the initial point before planning investment in cybercrime
protection mechanism. The purpose of the study was to evaluate the association between nature of business and cyber-crimes in
Malaysia. To achieve the research objectives of the current study data has been collected from the entrepreneurs working in the state of
Penang using the purposive sampling technique. A sample of 350 respondents has been taken for the data analysis. The results indicate
the nature of business correlated with cybercrime awareness. The empirical findings of PLS-SEM revealed that cyber-crimes are
increasing because of the type of business which is more prone to the risks associated with the nature of the business. The findings of
the current study outline the implications for policymakers, regulatory authorities, and entrepreneurs.

Keywords: Business mode, Position, cyber-crimes, and awareness.

The Malaysian business community is currently facing the threat
of cyber-attacks especially in recent years. According to a report
released by the Malaysian government, there were more than
11,875 cybercrime cases reported after the year of 2019 in which
most of it involved Small and Medium-sized Enterprise (SME).
Furthermore, after the implementation of the Movement Control
Order (MCO), more than 78% of SMEs have directed their focus
towards online platforms to reduce investment in business
infrastructure thus making them more susceptible to cyber security
issues (kkmm.gov.my, 2022). Hence, the "National Cyber Security
Agency" (NACSA) is attempting to offer potential solutions,
therefore have closely observed the serious attention paid to
current "cyber security" issues. In addition, the "National Cyber
Crisis Management Plan" has been initiated by the Malaysian
government to reduce the number of a of attacks on businesses.

Cybercrime is harmful software developed by online criminals
with the express purpose of damaging computer, network, and ICT
infrastructure and generating revenue. Businesses without
adequate cybersecurity protection plans or inadequate funding for
cyber defense efforts, including increasing human capacity and
competence, won't Cybercrime be harmful software developed by
online criminals with the express purpose of damaging computer,
network, and ICT infrastructure and generating revenue.
Businesses without adequate cybersecurity protection plans or
inadequate funding for cyber defiance efforts, including increasing
human capacity and competence, won't survive a cyber event.
SME Association of Malaysia noted that cyberattacks are growing
increasingly and are widespread among firms. Nonetheless, given

their limited resources and ignorance of cyberthreats, it is
concerning that the majority of SMEs are still not adequately
prepared to protect their digital systems (The Star, 2021). Eeten
and Bauer (2008) also highlighted that an infected end user's
system, particularly one that belongs to a small business, is readily
penetrated owing to a lack of cybersecurity understanding and
cyber protections.

In recent years, cybercrime rates have increased in Malaysia,
affecting individuals, large and small businesses, and institutions
alike (Monteith, et. al., 2021). Hackers steal crucial business-
related information, resulting in frequent losses for businesses,
which require significant financial investment to recover.
According to (Tharshini, Hassan, & Mas'ud, 2021). cyber security-
related threats are emerging as a result of Malaysia's growing
internet penetration. However, the majority of businesses are
dealing with "cybercrime" issues as a result of using third-party
websites and making online payments to their customers.
Companies are currently attempting to reduce the use of third-
party applications in order to reduce the likelihood of cyber-attacks
against their technological systems.

Additionally, according to a statistic provided by the Malaysian
Computer Emergency Response Team (MyCERT), there were
about 8,366 occurrences of cybercrime recorded in Malaysia
between January 2020 and September 2020. (The Star, 2021). In
addition, cybercrime incidents have increased significantly in
Malaysia during the enforced MCO, as evidenced by the 3,906
complaints made to the Cyber999 Help Center between 18 March
2020 and 30 June 2020 regarding cyberbullying, hacking attempts,
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cyber intrusions, and cyber-fraud in urban areas with a high-speed
internet connection (The Star, 2020). Also, a total of 4,615
cybersecurity events were reported to Cyber Security Malaysia
between January 2021 and May 2021, including examples of
online fraud (3,299 cases), infiltration (765 cases), and the
dissemination of dangerous code to the computer and/or mobile
phone (256 cases) (The Star, 2021).

The most recent occurrence of an Advanced Persistent Attack
(APT) against Malaysia used email spear phishing as its method
of manifestation. According to the national cyber security, from
2016 to 2018, there was an increase in the rate of cybercrime as
shown in table 1.2. Given that many Malaysian firms continue to
use a lot of outdated and unsupported systems that cannot be
updated with the most recent security updates, these dangers might
become more serious. Many flaws in these outdated systems might
make them wvulnerable to attacks and the tools used by
cybercriminals.

Hence, one of the contributing factors to the cybercrime incidence
is the lack of cybersecurity awareness as mentioned by
Communication and Multimedia Minister, Datuk Zahidi Zainal
Abidin (The Star, 2021). Therefore, the National Cyber Security
Awareness Module and Cyber Security Enhancement Initiative for
SMEs have been established by the Ministry of Communications
and Multimedia (MCMC) to inform the public about cyberthreats
and how they may defend themselves. Besides, there is also a
drawback in the legal system throughout the world that has a
difficult time controlling the Internet (Jiow, 2013). As a result,
cybercrimes pose fresh difficulties for policymakers, law
enforcement officials, and international organizations.

It has been claimed that because Malaysia does not currently have
a data protection policy to protect internet users' personal
information, cybercrime incidents are more likely to occur.
According to (Ibrahim et al., 2021), one of the factors contributing
to the recent increase in attacks is inadequate government-
affiliated organization monitoring of "cybercrime™ control. For
instance, in 2014, three well-known Malaysian banks—Affin
Bank, Al-Rajhi Bank, and Bank of Islam—incurred a loss of RM
3 million. It has revealed that 5956 "telecommunication Frauds"
occurred primarily in Malaysia and that approximately 3200 "e-
commerce”-related frauds occurred between 2018 and 2019
(kkmm.gov.my, 2022).

The ongoing problem for an administrative body is cybercrime.
The discussion of this study has also assisted in evaluating the
Malaysian government's recent initiatives to lower the incidence
of "cybercrimes." The results of the investigation could therefore
be advantageous to combat cybercrime activities especially.
Additionally, this investigation will look at how the controlling
structure is used and what that means for the company.
Literature Review

According to Duryana Mohamed (2012), to effectively investigate
cybercrimes, one must be totally committed and prepared to take
on criminals. This means that in addition to being ready to deal
with the repercussions, the investigating officer or other authorized
person must also possess the information and abilities necessary to
identify the suspect and look into cybercrime situations. It is
essential to have enough statutory provisions and efficient

procedural laws in place in order to handle the challenges that lie
ahead. In order to maintain the efficiency of the investigative
process, it is crucial to adhere to the established procedures and
best practices. The purpose of this study is to investigate the
procedures for conducting cybercrime investigations in
accordance with the 17 Criminal Procedure Code (CPC) and
Malaysian cyberlaws in order to pinpoint any shortcomings and
difficulties discovered by investigators. The Criminal Process Act,
the Communications and Multimedia Act, and the Computer
Crimes Act of 1997 would be the primary sources of information.
The background information will also make mention of other
legislation.

This research examines moral behavior, usage, and compliance
with computer or internet security, which is connected to the
Theory of Planned Behavior. (Ifinedo, 2012). Although the
application of preventive measures is not directly impacted by self-
control, intention is. Subject norms, which are crucial for line
protection, are weak. Self-efficacy and online experience have an
impact on self-control.

An organization must exercise self-control to prevent becoming a
victim of cybercrime and be aware of online hazards. Cybercrime
can be decreased if employees are more committed to raising
awareness and information about it. According to research by
Furnell, Gennatou, and Dowland from 2002, people are unsure
about what to do to increase their cyber security. Cybercriminals
may target them if they are not aware. In order to address the issue
of cybercrime, it is crucial to be aware of it.

Furthermore, theory of reasoned action should be addressed. The
two categories of knowledge are procedural and declarative (Page
& Uncles, 2004). Declarative knowledge is an actual condition that
has an online explanation. For instance, a slow internet connection.
Use of the internet generally is also stated to be part of declarative
knowledge (Potosky, 2007). Moreover, procedural knowledge
includes dynamic data about policy activities (Page & Uncles,
2004). Thus, having knowledge is crucial when utilizing a
computer or the internet. To prevent cybercrime, internet literacy
is equally crucial.

According to Malaysia Digital Corp (MDEC), which projected a
loss of RM 51 billion due to cyber security threats in Malaysia,
accounting for more than 4% of the country's total gross domestic
product, cybersecurity helps to reduce cyberthreats that could
threaten the country's sovereignty and economy. (Business Today,
2021). According to local police reports in Business Today news
in 2021, there were 4,327 cybercrime incidents recorded in the first
quarter of this year, resulting in losses of RM77 million, down
from 14,229 cases reported in the same period last year, which
resulted in losses of RM413 million.

Cybercriminals employ malware to disable and even injure host
systems in order to steal money. Cybercrime is a sort of crime that
occurs online. They partially hack and partially expose private
photographs, data, and other information. In this day and age, the
structure of Malaysia's rules and regulations is quite successful
against cybercrime. On the other hand, it is also evident that
commercial groups are concerned about the situation in this nation
(Abdullah et al., 2018). The Malaysian corporate workforce may
be significantly impacted by this method. On the other hand,
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(Abiodun & Abioro 2020.) assert that the people of this country
are utterly terrified of the unlawful activities carried out by cutting-
edge software and technology. Because of this, the government of
this country must now safeguard the security and privacy of its
inhabitants.

Research Methodology

In this study, the researcher has chosen a quantitative research type
of study survey. The location of this study was Gelugor, Penang.
Gelugor is a location in the Malaysian state of Penang. Gelugor,
Penang was a convenient location for the researcher to conduct his
or her investigation because it is close to a number of small and
medium-sized businesses. The researcher can also carry out a data
collection procedure without encountering any difficulties. As one
of the ethical and legal requirements in research involving human
participants, consent forms issued to all parties engaged in this
experiment prior to the research's start. In total 350 participants
were chosen as samples for the current study using purposive
sampling technique based on the morgan table. The questionnaire
provided to the study participants after everyone agrees. The data
has been collected using the pre-developed instruments from prior
studies.

Analysis

After conducting the preliminary tests and ensuring that the
instrument is reliable, inferential statistics have been conducted.
The result of the regression analysis revealed the following
confirmation of the hypothesis testing.

Table 1: Reliability Analysis

Cronbach's Composite Average Variance
Alpha Reliability Extracted (AVE)

Mode of Business 0.942 0.904 0.733

Level of awareness of | 0.956 0.996 0.714

cyber crime

After ensuring that the instrument is reliable and valid, the
hypothesis testing has been made.

Table 2: Regression Analysis
Coeff. S.D
0.245 0.113

T-Values
2.169

P Values
0.031

Mode of Business -> Level of
awareness of cyber crime

Conclusions

This study aims to identify the level of awareness of cybercrime
among entrepreneurs in recent times. Because the Malaysian
government took the initiative to introduce the Malaysia Cyber
Security Strategy (MCSS) 20202024 to improve cybersecurity
preparedness and for building a strong infrastructure for
antimalware solutions, and cybersecurity Malaysia, this can be
said to be a national occurrence. As a result, the national
cybersecurity authorities also published a study revealing that on
average, 31 incidents of cybercrime are reported in Malaysia each
day.

The implication of this study is that the researcher can get a clearer
view of the level of cybercrime awareness among entrepreneurs
and facilitate future research in similar perspective. In addition, the
researcher also learned more about differences in the level of
cybercrime based on the position in organization and mode of
business. The Malaysian ministry of education will be able to
determine the degree of cybercrime knowledge among businesses
from this survey and will be able to act to raise that awareness.
However, the Ministry of Communications and Multimedia will

be able to use this knowledge to improve cybersecurity going
forward to avoid cybercrime.
The researcher made several recommendations that will make
future investigations easier. One of the recommendations for
improvement is that future researchers widen the scope of their
research by concentrating on enterprises and including all of
Malaysia's entrepreneurs. In addition to their degree of education,
the researcher may also examine the reasons why business owners
have a moderate level of awareness of cybercrime and the reasons
why there are changes in those levels depending on the position of
the business owners within the company. Next, business owners
can increase the number of responders to obtain more accurate
results. The researcher made several recommendations that will
make future investigations easier. One of the recommendations for
improvement is that future researchers widen the scope of their
research by concentrating on enterprises and including all of
Malaysia's entrepreneurs. In addition to their degree of education,
the researcher may also examine the reasons why business owners
have a moderate level of awareness of cybercrime and the reasons
why there are changes in those levels depending on the position of
the business owners within the company. Next, business owners
can increase the number of responders to obtain more accurate
results.
The results of this study can also be used by researchers to develop
educational modules that would make entrepreneurs more aware
of cybercrime. This session can assist business owners in learning
how to spread the word about cybercrime. Future research can
instead concentrate on qualitative study as this study covers
quantitative investigation, which makes use of questionnaires to
collect more information in greater depth. h. Because respondents
must be questioned in-person, prejudice present in questionnaires
may be eliminated in qualitative research, which is also more
accurate and honest.
The sampling of this study only covers entrepreneurs who is
running a small medium based Enterprise (SME) businesses in
Gelugor, Penang. Therefore, it cannot be generalized to
entrepreneurs in other places and the data cannot be considered as
a generalized data nationwide.
In order to collect data for this study, a questionnaire was provided
to respondents who are business owners in Gelugor, Penang. In
this study, the researcher also used the stratified sampling
technique. 250 business owners in Gelugor were chosen at random
by the researcher to participate in this survey as responders. The
study's findings indicate that entrepreneurs have a modest level of
knowledge about cybercrime. As a result, this study can inform
business owners about cybercrime and increase awareness of it
among local business owners. According to this study, they may
also observe how the level of knowledge of entrepreneurs about
cybercrime varies depending on their line of work and position
within an organization according to this study.
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